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Description: Palo Alto’s firewalls feature next-
generation technologies that supplant the traditional 
port-blocking approach so that enterprises can 
apply a secure, business-minded approach to appli-
cation usage.

by Blaine Flamig 

Palo Alto Networks offers real 
innovation in the firewall, enabling 
unprecedented visibility and control of 
applications and content. Redesigned 
from the ground up, Palo Alto Networks’ 
next-generation firewalls—the PA-500, 
PA-2000, PA-4000, and PA-5000 series—
help enterprise organizations to safely 
enable the use of apps such as Facebook, 
Salesforce.com, and WebEx. The unique 
capabilities of Palo Alto Networks fire-
walls signal the increasingly dramatic shift 
in how today’s workers operate—their 
mobility and their need to collaborate 
beyond simply email and IM.

Built on single-pass software archi-
tecture, the PA-2000 Series includes the 
PA-2050 (1Gbps firewall throughput; 
500Mbps threat prevention through-
put; 300Mbps IPsec VPN throughput) 
and PA-2020 (500Mbps; 200Mbps; 
200Mbps) models; the PA-500 fire-
wall offers throughputs of 250Mbps, 
100Mbps, and 50Mbps. Palo Alto also 
offers the PA-5000 Series and the PA-
4000 Series for more demanding large-
enterprise deployments.

All of Palo Alto’s firewalls integrate 
the company’s App-ID, User-ID, and 
Content-ID technologies, each of which 
are integral pieces of the PAN-OS plat-
form. Combined, the technologies give 
enterprises previously unavailable visibil-
ity and control over applications, users, 
content, and actions rather than providing 
control only at the port, IP address, and 
packet level, as traditional firewalls do. 

Thus, in a time when the apps on 
which workers are steadily relying have 
the ability to circumvent traditional port-
based firewalls by jumping ports, using 
nonstandard ports, and using such tactics 
as SSL and SSH, Palo Alto Networks’ 
firewalls enable enterprises to welcome 
the use of Web 2.0 apps but still pre-
serve absolute policy-based visibility 
and control. 

This visibility and control comes via 
the use of intuitive, graphical application 

traffic tools and by putting in place posi-
tive enforcement app-usage policies, such 
as allow, deny, schedule, inspect, and 
apply traffic shaping. Integration with 
Active Directory, LDAP, and eDirec-
tory allows for policy-based visibil-
ity and control over who is using apps, 
and support for identifying Citrix, Micro-
soft Terminal Services, and XenWorks 
users enables visibility and control over 
those usages. 

More conventional approaches to restor-
ing the visibility and control that traditional 
firewalls can no longer offer often involves 

deploying duplicate local and remote user 
policies that can result in the inaccurate 
classification of traffic, as well as numer-
ous scanning processes resulting in latency 
issues. Conversely, Palo Alto’s firewalls 
accurately identify and control apps no mat-
ter the port or protocol in question. 

Additionally, Palo Alto Networks’ fire-
walls scan content and prevent data from 
leaking, all from just one network device. 
Financially, that translates into enterprises 
shelling out less in capital and operational 
expenses without compromising their abil-
ity to block vulnerability exploits. P

Implement Your Palo Alto Networks Firewall 
With Integration Partners
As an authorized reseller of Palo Alto Networks’ next-generation PA-5000 Series firewalls, Inte-
gration Partners (www.integrationpartners.com) knows the importance of helping its customers 
configure “proactive security that never stops.”  Integration Partners believes that data security 
isn’t an option for companies where matters of compliance, maintaining public confidence, and 
staying competitive business-wise are concerned—it’s a necessity. 

Founded in 1999 and based in Lexington, Mass., Integration Partners specializes in implementing 
open and scalable unified communications and secure network infrastructures. Beyond helping com-
panies enlist enterprise-grade firewalls, it also helps integrate LANs and WANs, establish green data 
center operations, centralize network management, and create global policy provisioning. 

A certified Avaya Platinum Partner and Juniper Elite Partner, Integration Partners’ prowess at con-
figuring robust and secure network infrastructures stems from the top-level vendors it partners with, 
including Palo Alto Networks, and its team of certified engineers that works hand-in-hand with cus-
tomers’ IT and business teams at the planning stage on through testing and verifying the network 
infrastructure’s functionality before turning it live. 
After deployment, Integration Partners continues to 
oversee monitoring and support tasks, vowing to 
“not rest until your network performs so well, you 
never have to worry about it.” 
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This form of attack, once referred to 
as session hijacking, is a variation of the 
man-in-the-middle attack and is a grow-
ing threat as the Web becomes a more 
capable application delivery platform. The 
popularity of wireless networks, especial-
ly unsecured public hotspots, makes it 
relatively easy for attackers to locate and 
pursue victims. The increased reliance on 
Web services by end users further raises 
the stakes for identity theft.

The majority of Web sites, servic-
es, and applications now use cookies 
to increase convenience—for example, 
obviating the need for users to re-authen-
ticate every time they connect to a Web 
site. Because cookies contain the secu-
rity equivalent of an entire set of keys 

to the house, however, they are prime 
targets for this type of attack.

■ WHAT’S THE RISK?
Given the growing reliance on Web-

based services, the impact could be sig-
nificant. A hacker could use information 
stolen during a sidejacking attack to sub-
sequently log in to a user’s Web-based 
email account or online application suite.

“Ultimately, the risk is that your user’s 
data is compromised, which in turn affects 
your reputation with them,” says Robert 
Hanson, applications development man-
ager with QTS (www.qualitytech.com). 
“If your end users are the general pub-
lic, this typically means loss of users 
and a lot of bad press. If your users are 
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Sidejacking is nothing new, but it is of growing concern to IT security 
administrators. In such an attack, a hacker intercepts a cookie—typically 
used to retain user-specific information such as username, password, and 
session data—and then uses the information it contains to gain access to a 
Web-based service.

business clients, compromised data not 
only affects your relationship with your 
client but could also mean a loss of rev-
enue or possibly even a lawsuit.”

Companies not running secure Web 
services for remote employees put them-
selves at greater risk compared to those 
that implement secure VPNs and end-
to-end encryption. Wi-Fi hotspots are 
another area of vulnerability.

“The risk in public wireless networks is 
very high,” says Marcos Santiago, infor-
mation security analyst with Scotiabank 
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Canada (www.scotiabank.com). “At this 
point, I would not recommend connecting 
to a public, unknown wireless network at 
all, unless it is absolutely necessary.”

■ WHAT CAN YOU DO?
To reduce the risk of sidejacking-

based attacks, Santiago recommends 
either encrypting the cookies or encrypt-
ing the entire browser session by deliv-
ering everything over HTTPS. Advise 
users to avoid simply closing the brows-
er session when they are finished work-
ing. Instead, they should log off of the 
Web session from within the app itself. 
They should also clear cookies from all 
browsers regularly. 

Hanson says organizations looking for 
even stronger protection against side-
jacking should keep track of users’ IP 
addresses, browser types, and versions to 
ensure they don’t change during the 
course of a session. P

Keep Your Defenses Up
Although corporate networks are somewhat less exposed to sidejacking, Marcos Santiago, 
information security analyst with Scotiabank Canada (www.scotiabank.com), warns IT against 
becoming complacent, as it’s possible for disgruntled employees to use similar techniques 
on colleagues. He says detection is difficult, even on a monitored network, because once the 
cookie has been compromised, an attacker logging in looks just like any other user. IT security 
must focus on traffic sniffing to identify the signature of a sidejacking attack before the attacker 
has a chance to actually steal the cookie.
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